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CLOUD DATA SECURITY REPORT

6 1 0/ of healthcare organizations store customer data in the cloud,
O and 54% store personal healthcare records there.

Top 3 data security incidents in the cloud Top 3 data breach outcomes
Phishing attacks 44% Unpla'nned REMEES (0 i 24%
security gaps
Ransomware or other malware 39% Compliance fines 23%
Data theft by insiders 35% Lawsuits 11%

Time to detect most common security incidents in the cloud

Phishing attacks 49% 38% 13% 0% 0% 0%
Ransomware or other malware attacks 42% 43% 15% 0% 0% 0%
Data theft by insiders 16% 32% 24% 28% 0% 0%

3 2 0/ of healthcare organizations needed days to discover accidental
O data leakage and supply chain compromise.



Time to resolve most common security incidents in the cloud

Phishing attacks 37% 38% 25% 0% 0% 0%
Ransomware or other malware attacks 5% 67% 28% 0% 0% 0%
Data theft by insiders 4% 53% 43% 0% 0% 0%

2 2 o/ of healthcare organizations needed weeks to recover from
(o) targeted attacks on cloud infrastructure.

Top 3 cybersecurity challenges

61% Lack of budget
56% IT/security team being understaffed
39% Employee negligence

Top 3 security measures
Encryption 78% 17% 6%
Review of access rights (attestation) 75% 13% 13%

Employee training 65% 29% 6%



CLOUD DATA SECURITY REPORT

3 5 O/ of healthcare organizations plan to implement MFA, while 31% will
O start auditing user activity.

Impact of the pandemic on cybersecurity spending

22% 39% 22%

Cybersecurity spending Spending and priorities Spending decreased
increased stayed the same

Cybersecurity budget distribution

22%

Cloud security
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and expense, and increase the productivity of IT teams and knowledge workers.

Founded in 2006, Netwrix has earned more than 150 industry awards and been named to both the Inc. 5000 and
Deloitte Technology Fast 500 lists of the fastest growing companies in the U.S.

For more information, visit www.netwrix.com

Corporate Headquarters:

° You 2\
300 Spectrum Center Drive, Suite 200, Irvine, CA 92618 ¥ f in 4
Phone: 1-949-407-5125  Toll-free: 888-638-9749  EMEA: +44 (0) 203-588-3023 www.netwrix.com/social

Copyright © Netwrix Corporation. All rights reserved. Netwrix is trademark of Netwrix Corporation and/or one or more of its

subsidiaries and may be registered in the U.S. Patent and Trademark Office and in other countries. All other trademarks and


http://netwrix.com/social
http://www.netwrix.com/go/research
http://www.netwrix.com

